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MCCCD staff, students and faculty must reset their passwords. Only staff and faculty will need to

set up multi-factor authentication (MFA) in order to access district systems.

To access the MCCCD network, you must complete two processes - (1) reset your password and (2)

set up multi-factor authentication (MFA). This guide walks you through both processes.

Reset your password

Open your browser and navigate to IDME.maricopa.edu.

MARICOPA
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Get back into your account

Who are you?

To recover your account, begin by entering your email or username and the characters in the picture or audio below.

Email or Username:

[ - ]

Example: user@contoso.onmicrosoft.com or user@contosa.com

i

[4]

Enter the characters in the pictu

the words in the audio.

1. Enter your email address in the Email or Username textbox. Format - MEID@maricopa.edu

2. Type the Captcha code as displayed. Code is case sensitive.

3. Click Next to continue or Cancel to terminate the password reset process.
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You are required to obtain a verification code to continue. To receive a verification code, two options
are available. Email the code to you (Option A) or text the code to your mobile device (Option B).

Option A (Skip this step and go to Option B if you would like to receive the code via text message.)

Get back into your account

verification step 1 > choose a new password

Please choose the contact method we should use for verification:

® Email my alternate email You will receive an email containing 3 verification code at your alternate email
address|{to******=**@domail.maricopa.edu).

1. Confirm Email my alternate email is selected.
2. Verify the email address is correct.
3. Click Email to continue.

Verify your email address

Thanks for verifying your your email address is displayed here account!

Your code js: = =w

Sincerely,
MO

1. An email with your code will be sent to your email address.
2. This code is required to continue the password reset process.

2 3/28/2021



MARICOPA
COMMUNITY
COLLEGES®

Information Technology Services

Get back into your account
verification step 1 > choose a new password

Pleaze choose the contact method we should wse for verification:

.-.] Ernail my altermate email Wie've sent an email message containing a verification code o your inbox

Ane you having a problems?
m NDT iﬂﬁing "““ cmail?

Please allow a minute or two for the email to reach your inbosx.

fyou are still unable to see it, check your junk folder

Alternatively, you Can
Try again

Contact your administrator

1. Enter the verification code.
2. Click Next to continue.
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Option B (Skip this step if you received the verification code via email.)

To verify via text message

MARICOPA

COMMUNITY COLLEGES

Get back into your account

verification step 1 > choose a new password

\_) Ernail my alternate ema

) Tayt my mobile phone

I Call my mabile phone |-'"~ =

1. Enter your complete phone number. Use the following format 1xxxxxxxxxx (no hyphens or
parentheses).
2. Click Next.
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Get back into your account
verification step 1 > choose a new password

Please choose the contact method we should use for venfication:

) Email my alternate email Wie"v

® Text my mobile phone

L_! Call my mobile phone

Cance

1. Enter the verification code you were sent via text message.
2. Click Next.
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1.
2.
3.

Get back into your account

verification step 1 v > choose a new password

* Enter new password:

* Confirm new password:

ERLTTIeT ‘

Type the new password.

Confirm the new password.
Click Finish.

Password Requirements
All of these requirements must be met:

1.
2.

1.

Be at least 12 characters long with a maximum length of 24.

Must contain character types from 3 of the 4 categories:
o Uppercase (A B, C, ...)
o Lowercase(a, b, ¢, ...)
o Numerals (0 through 9)
0 Special characters, suchas~"1@#$% A& *-+=\| {}()

Must not contain the user's account name, first/middle/last name, number substitutions (i.e.,
3 for E), sequential (e.g., 123, abc) or repeating characters, commonly used words, or MEID.

The previous 10 passwords may not be reused.

Passwords entered incorrectly 10 consecutive times or more shall be locked out for 15
minutes.
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Get back into your account
@ vour password has been reset

To sign in with your new password, click here,

This message confirms that your password was reset successfully.
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2. Close your browser.

Set up Multi-factor Authentication (MFA)

After resetting your password, all MCCCD employees must set up MFA. This section of the
instructions walks you through this process.

If you are not a MCCCD employee, disregard the MFA section of these instructions.

C {} B maricopasharepoi nt.ccum|

Open a new browser page and type maricopa.sharepoint.com (Employee Portal).

MARICOPA

COMMUNITY COLLEGES
- -
Sign in

Students and Staff Enter: YourMEID@ma

Can't access your account?

Only active students, currently employed
staff, and designated 3rd parties are
authorized to access MCCCD Azure or
Office 365 cloud resources.

1. Sign into your Maricopa account using your MEID - MEID@maricopa.edu
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2. Click Next.
MARICOPA
COMMUNITY COLLEGES
« MEID @maricopa.edu

Enter password

LA R R R R R R R R R R R Y]

(&)

1. Type in your new password you set during the Reset Your Password process.

2. Click Signin.

Forgot my password

Only active students, currently employed
staff, and designated 3rd parties are
authorized to access MCCCD Azure or
Office 365 cloud resources.

What is this? CF
Need help?

Powered by Duo Security

Protect Your Maricopa County
Community Colleges District Account

Two-factor authentication enhances the security of your account by using a
secondary device to verify your identity. This prevents anyone but you from
accessing your account, even if they know your password.

This process will help you set up your account with this added layer of
security

=
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1. Click Start setup.

What type of device are you adding?

@ Mobile phone reCoMMENDED
Tablet {iPad, Nexus 7, etc.)

Landline
What is this? C§ Security Key (Yubikey, Feitian, etc.)
Need help? Touch ID

Requires Chrome on macOS fo use Touch ID

Powered by Duo Security

1. Select your desired device.
2. Click Continue.

Enter your phone number

United States v

+1 v

Example: {201) 234-5678

What is this? C5
Meed help?

You entered { . Is this the correct number?

. y
/

Powered by Duo Security

1. Enter your phone number.
2. Click the checkbox to confirm the phone number is correct.
3. Click Continue.
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What type of phone is B s ?

@ iPhane

Android
Windows Phone

What is this? CF Cther jand cell phones)
Heed help?

e & - Sr::u"l.r. m

1. Confirm your device.
2. Click Continue.

Install Duo Mobile

1. Launch the App Store
and search for "Duo Mobile”
2. Tap “Install” to install the app

What is this? Cf

Need help?

Powered by Duo Security

m | have Duo Mobile installed

1. Download the Duo app for your device. (Google Play or Apple App Store)

Search for Duo Mobile to locate the app.

Download and install the app on your device.

Duo may ask for permission to access your camera. Answer Yes or Allow Access depending
on your device. (This is required so Duo can scan the QR code to complete the activation
process.)

5. After Duo has been installed, click I have Duo Mobile Installed.

AN
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Activate Duo Mobile

1. Open Duo Mobile
2 Tap the "+ button
3 Scan this barcode

Email me an activation link instead

What is this? Cf
Need help?

Powered by Duo Security

Open the Duo app on your mobile device.

Follow the instructions in the Active Duo Mobile screen.

Scan the barcode with your Duo Mobile app. A check mark will appear (as seen in this
screenshot) to confirm the scan was successful.

4. Click Continue.

wN =

My Settings & Devices

F=y
.} Android 585-703-9838 JUSTADDED Device Options

+ Add another device

What is this? [§
Need help? Default Device:  Android 585-703-9838

Powered by Dua Security When | log in: | Automatically send this device a Duo Push v

Save Continue to Login

When | log in: Automatically send this device a Duo Push W

[

1. Select Automatically send this device a Duo Push from the When I log in drop down.
2. Click Save to save your selection.
3. Click Continue to Login.

Ask me to choose an authentication method
Automatica end t de 2 a Duo Pus
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Choose an authentication method

[#] Duo Push mecomuenp: Send Me a Push

‘_ Cail me Call Me

What is this? Cf [l Passcode Enler a Passcode
Add 3 new device

My Settings & Devices

Need helo? Remember me for 1 day

Powered by Duo Secunty

Enrollment successfull This is the Duo login prompt that you'll normally see when logging in.

x

This screen confirms that your enrollment completed successfully.

To reduce the number of times per day that you must authenticate, Select the checkbox
Remember me for 1 day.

If you would like to log into your account, Click Send Me a Push.

You will receive a push notification on your mobile device.

Click Accept to login.

N =

vk w

How to Manage Duo

I set up Duo Mobile already but need to make a change, how do | access the Duo Prompt on
the computer to make a change?

Go to maricopa.sharepoint.com and login with your MEID and password. At the Duo Prompt (as
seen below), select ‘My Settings and Devices’

Choose an authentication method

Duo Push recomMMENDED Send Me a Push

A call Me call Me

What is this? F Passcode I ——
Add a new device
Need help? [ Remember me for 1 day

Powered by Duo Security
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Choose an authentication method and complete verification.

My Settings & Devices

First, we need to confirm it's really you. Choese an authentication method
below to manage your settings and devices

Choose an authentication method

What is this? £ E Duo Push recommeNDeD Send Me a Push
Add a new device

My Seftings & Devices \\_)\ call Me —
MNeed help?

Powered by Duo Security

[5 Passcode Enter a Passcode

Once at the device management portal (as seen below), a new device can be enrolled by clicking on
‘Add another device’, then following the online instructions. You can also activate, edit, or delete
your existing devices here.

My Settings & Devices

i Android  555-555-5555

What is this? §

Add a new device Default Device:  Androld 555-555-5555
My Settings & Devices
Need help? Whenllogin: | Askme to choose an authentication method w

Powered by Duo Security

Back to Login

I set up Duo Mobile on my old cell phone, and now | have a new cell phone. How do | get
access on my new phone?

You will need to add the device in the device management portal.

Go to maricopa.sharepoint.com and login with your MEID and password. At the Duo Prompt (as
seen below), select ‘My Settings and Devices’
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Choose an authentication method

Duo Push recommeNDED

A call Me
What is this? [§ Passcode
Add a new geyice
Iy Settings & Devices
NeEdRET? [ Remember me for 1 day

Powered by Duo Security

Send Me a Push

Call Me

Enier a Passcode

Choose an authentication method and complete verification.

My Settings & Devices

Choose an authentication method
\What is this? 3 Duo Push recommenpeD
Add a new device
My Setfings & Devices @ Call Me
Need help?

Powered by Duo Security =
Passcode

below to manage your settings and devices.

First, we need to confirm it's really you. Choose an authentication method

Send Me a Push

Call Me

Enter a Passcode

Once at the device management portal (as seen below), a new device can be enrolled by clicking on

‘Add another device’, then following the online instructions.

My Settings & Devices

{2 Angroid  555-555-5555

+ Add another device

What is this? C3

My Settings & Devices
Meed help?

Powered by Duo Security

Back to Login m

Device Opfions

ArHlEro Default Device:  Android 555-555-5555

When llogin: | Ask me to choose an authentication method b

14
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